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Agenda and ThemeAgenda and Theme

Security and identity in SOA
The challenges of security and identity
What is federation about? 
Why federation of Web services is hard
Breaking the problem down
Tactical, standards-based solutions 

Theme: A pragmatic approach to cross-agency SOA

Security and federation for SOA is a complex problem, and the standards 
are still evolving. However, we can take a realistic look at what most 
services are being used for, we can build standards-compliant solutions 
today. 
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Security in CrossSecurity in Cross--Domain ComputingDomain Computing
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The Security Challenge of CrossThe Security Challenge of Cross--Agency SOAAgency SOA
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Tactical StrategyTactical Strategy
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Identity in CrossIdentity in Cross--Domain ComputingDomain Computing
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Why Does SSO Work for Browsers?Why Does SSO Work for Browsers?

1. HTTP Redirects

1. Post

5. Post + Token

3. Post Creds

4. Receive 
token

Web Server

2. Redirect

Time

Security 
Token 
Service

This is a greatly 
simplified version of the 
actual request/response 

flow

Web Browser-
Based Client



May 2006

Security and Identity Issues in Cross-Agency SOA

Why Does SSO Work for Browsers?Why Does SSO Work for Browsers?

2. A Client-side Persistence Model
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Why Does SSO Work for Browsers?Why Does SSO Work for Browsers?
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The Identity Challenge of CrossThe Identity Challenge of Cross--Agency SOAAgency SOA
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Big privacy and confidentiality issues…
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What HasnWhat Hasn’’t Worked in the Pastt Worked in the Past
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What We Really Need is Effective What We Really Need is Effective Separation of ConcernsSeparation of Concerns
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The MechanismThe Mechanism
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Validation / Authorization Blurs the Concept of IdentityValidation / Authorization Blurs the Concept of Identity
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• etc…

+
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(e.g. DN=CN=Phil Walston)
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Issue Issue –– Identity MappingIdentity Mapping

• Fan in 

• E.g. to service account

• Map to local existing account

• E.g. phil.walston -> pwalston

• Map to role
• E.g. TrustedAdministrator

• Etc…
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Why is Federation/SSO of Web Services So Hard?Why is Federation/SSO of Web Services So Hard?
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Tactical StrategyTactical Strategy
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The Standards and Specifications LandscapeThe Standards and Specifications Landscape

Security
• Existing / emerging W3C and OASIS

SSL/TLS, XML Crypto/Sig, WSS, WS-SecureConversation, 
WS-SecurityPolicy ….

Identity
• WS-Federation (Focus on technology)

IBM, Microsoft, BEA, RSA, Verisign
SAML, SSL/TLS, WSS, WS-Trust, WS-Policy, WS-
MetadataExchange

• Liberty Alliance (Focus on business problem)
Consortium of over 150 companies
SAML, SSL/TLS, WSS 

• Government
E-Authentication
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ConclusionsConclusions

Federation is simply SSO between different security domains

The new issue for secure cross-agency (federated) SOA is resolving 
security and trust models for remote entities

Security and federation for Web services have roots in distributed 
computing model, but are much more complicated

Variable security model
No automatic orchestration of client (redirects)
No formal client-side persistence model

This all leads to much more independent clients and servers, 
different security mechanisms, and much more complex logistics

Implementing secure federated Web services is extremely complex, 
and current support in application servers is very limited

Third-party infrastructure, however, does exist to provide drop-in 
security and federation for Web services
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